~ UBND TINH SOC TRANG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Djc lap - Tw do - Hanh phic

S6:..1324. /STTTT-CNTT S6c Trang, ngay 16 thang 9 nam 2021
VIV 15 héng bao mat CVE-2021-40444

trong Microsoft Windows

Kinh gui:
- S&, nganh tinh;
- Ban quan ly cac Khu céng nghiép tinh;
- Ban quan ly Dy an 1;
- Ban quan ly Dy an 2;
- UBND céc huyén, thi x4, thanh phd,
tinh Soc Trang.

Can ctr Cong van s6 1229/CATTT-NCSC ngay 10/9/2021 cua Cuc An toan
thong tin vé viéc 16 hong bao mat CVE-2021-40444 trong Microsoft Windows,

Hién tai, 15 héng bao mat nay da c6 ma khai thac cong khai trén Internet,
c6 thé duing véi nhiéu kich ban tan cong vao ngudi ding khac nhau véi kha nang
thanh cong rat cao. Sé Thong tin va Truyén thong nhan thdy mirc d6 anh huong
cua 16 hong nay rat 16n, c6 nguy co tan cong trén dién rong va la muc tiéu cua
cac dbi tuong tan cébng mang c6 chu dich (APT).

Nhiam dam bao an toan théng tin cho hé thdng théng tin cua cac don vi. S
Thong tin va Truyén théng dé nghi cac don vi thuc hién:

1. Kiém tra, ra soat va xac dinh cac may st dung hé diéu hanh Windows c6
kha ning bi anh hudng. Tai thoi diém hién tai chwa c6 thong tin ban va cho 15
hong bao mat trén, vi vay dé giam thiéu nguy co tan cong, Quy don vi thuc hién
bién phéap khic phuc theo hudng dan caa Microsoft (chi tiét tham khdo tai liéu
hwéng dan kém theo).

2. Tang cudng cac cdng cu bao vé, cong cu giam séat, phan mém phong
chéng ma doc cho toan bo may tinh cua nguoi dung. Hién nay, cong cu
Microsoft
Defender Antivirus va Microsoft Defender for Endpoint déu ¢ kha niang phat
hién va ngan chin 15 hong nay.

3. Tang cudng giam sat va san sang phuong an xir ly khi phét hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
bao
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Clia cac co quan chirc ning va cac to chic 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cdng mang.
Trong qué trinh thuc hién néu c6 khé khin, vudng mic xin lién hé sé dién
thoai 0299.3626600 gap 6ng Truong Gia Bao hoic giri vé dia chi email
tgbao@soctrang.gov.vn.

Tran trong !
Noi nhin: T. GIAM POC
- Nhu trén; H.CAPHO GIAM POC

- Luu: VT, CNTT@W

5 Therg tin va Truyén thong
Soc Tran,
16-09-2021 08:10:52 +07:00

Prong Van Nhan


mailto:tminh@soctrang.gov.vn

I. V6 hiéu hdéa ActiveX controls thng qua Group Policy:

Buwdc 1: Chon control panel — internet Options — security — custom level
¥ Internet Properties 7

General Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

e W VO

Internet Local imtranet Trusted sites Restricted

sites
Imternet
i . i Sites
Q This zone is for Internet websites,
) except those listed in trusted and
restricted zones.
Security level for this zone
Allowed lewvels for this zone: Medium to High
Medium-high
| - Appropriate for most websites
i - - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (reguires restarting Internet Explorer)

I Custom lewvel... I Default level

Reset all zones to default level

Ok Cancel Apply

Bwéc 2: Nhan dup vao Download signed ActiveX controls va Enable phan

policy.

Trong phan tly chon, nhan vao Disable.



Y se ty Settings - Internet Zone =

Setbings

(®) Disable ~
) Enable
@ | Einary and script behaviors
() Administrator approwved
() Disable
(®) Enable
@ | Display video and animation on a webpage that does not use
(@) Disable
() Enable
Doywnlosd signed ActiveX contraols
() Enable (not secure)
() Prompt {recommended)
|#| Download unsigned ActiveX controls
(®) Disable {(recommended)

1 Erahla fmet coeea -
£ >
*Takes effect after yvou restart your computer
Reset custom setiings
Reset to: Medium-high {default) ~ Reset...
oK Cancel

Bwéc 3: Nhan diap vao Download unsigned ActiveX controls va Enable
phan policy.
Trong phan tiy chon, nhan vao Disable.
¥ Secu ty Settings - Internet Zone =

Settings

|&#| Binary and script behaviors ~
) Aadministrator approved
) Disable
() Enable

|#| Display wideo and animation on a webpage that does not use
(® Disable
) Enable

L% | Download signed ActiveX controls

(®) Disable

) Enable {not secure)

) Prompt {recommended)

Dowwrniloac [

Disable {recommended)

I::) Prompt iy

- Trmitali-a and crrimt ArhwaY camdrade At rmarkbad e cafa e o

- >
*Takes effect after yvou restart yvour computer

Reset custom settings

Reset to: Medium-high {default) - Reset...

Ok Cancel
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I1. V6 hiéu hda ActiveX controls thong qua regkey

Buéc 1: Dé vo hiéu hoa cai dat ActiveX controls trong Internet Explorer &
tat ca cac zone, hay dan phan sau vao file text va luu n6é véi phan mo rdng file .reg:

Windows Registry Editor Version 5.00

[HKEY_ LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Curre
ntVersion\l

nternet Settings\Zones\0]

"1001"=dword:00000003

"1004"=dword:00000003
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Curre
ntVersion\l

nternet Settings\Zones\1]

"1001"=dword:00000003

"1004"=dword:00000003

[HKEY_ LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Curre
ntVersion\l

nternet Settings\Zones\2]

"1001"=dword:00000003

"1004"=dword:00000003

[HKEY_ LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Curre
ntVersion\l

nternet Settings\Zones\3]

"1001"=dword:00000003

"1004"=dword:00000003

Buwéc 2: Nhan dap vao file .reg dé ap dung né vao Policy hive.
Buéc 3: Khoi dong lai hé thong.

I11. VO hiéu héa tinh nang xem trwéc trong Windows Explorer

Tat Shell Preview ngin ngudi dung xem trude tai liGu trong Windows
Explorer. Thuc hién cac budc nhu sau doi voi tung tai liéu muon ngan chan xem
trude

Buwdc 1: Trong Registry Editor, chon registry key phu hop:

- Doi véi tai liéu Word:

e HKEY_CLASSES ROOT.docx \ ShellEx {8895b1c6-b41f-4clc-a562-
0d564250836f}



B Registry Editor — O *
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT

w [ Computer Mame Type Data

2!;] (Default) REG_SZ
HKEY_CURREMT_USER

. HKEY_LOCAL_ MACHIME
> || HKEV_USERS

5 HKEY_CURRENT_COMFIG

(value not set)

>
>

e HKEY_CLASSES_ROOT.doc \ ShellEx {8895b1c6-b41f-4clc-a562-0d564250836f}

[ Registry Editor - O X
File Edit View Favorites Help

Computer\HKEY_CLASSES_ROOT docx\ShellEx\{ 889501 c6-b41f-4c 1 c-a562-0d564250836f}

Jdet & Type Data

':?agjb B) (Default) REG_SZ {84F6100-FF7C-4fb4-BOCO-02CDTFB66BFE}
o Iag g
.diagpkg
dib
Jdic
.disco
Jdivx Edit String *
diz
dl Walue name:

Al | Defaut) |
.dng
.doc
.dochtml
«docm 3 | ok || Cancel |

.docmhtml

WW W LW s

Walue data:
I{EHFGG1 00-FF7C-4fb4-B0C0-02CD7FEEE3FE} I

N " LV I W,

v docx

5 || OpenWithList

PersistentHandler

ShellEx
{8895b1c6-b41f-4
{BBZEB1TC-0920-

PropertyHandler

P Wimrd Macimnant 17 "
< > < >
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e HKEY_CLASSES_ROOT.docm \ ShellEx {8895b1c6-b41f-4clc-a562-00564250836f}

B Registry £
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT

~ [ Cormputer Mame Type Data

e Ll aB] (Default) REG_SZ (value not set)
HKEY_CURRENT USER

HKEY_LOCAL_MACHIMNE
HKEY_USERS
HKEY_CURREMT_COMFIG

| R Registry Editor - O bd
File Edit View Favorites Help

Computer\HKEY_CLASSES ROOT\.docm’\ShellEx\{BB2EG17C-0920-11d1-9A0B-00C04FCIDECT}

det A1 Mame Type Data

':?39:“’ 2] (Default) 2 REG_SZ {C41662B8- 1FAQ-4CE0-8DC5-9B7F82T9FFAT)
diagcfg
.diagpkg
dib
dic
.disco

Jdivx
Jdiz Edit String *
dl
il WValue name:
dng |Defaut) |
doc
.dochtml
v .docm
PersistentHandler
W Shellbx
1 { i IBB2EAITC-0920-
PropertyHandler
Word.DocumentMar
.docmhtml

Value data:
I{C41 662BB-1FAD-4CED-DC5-9BTFR279FF7} I

3 oK Cancel

docx

.docxml
Ane

- Dbi véi file text:
eHKEY_CLASSES_ROOT.rtf\ShellEx{8895b1c6-b41f-4clc-a562-0d564250836f}



| Fils Edit Wiew Favarites Help
ComputertHKEY_CLASSES_ROOT

e L“% MHame Type Data
HEEY _CLASSES ROCT ab| (Default) REG_SZ {walue not set)

HEEY_CURREMT_USER
HEEY_LOCAL_MACHIME
HEEY_USERS
HEEY_CURREMT_COMFIG

ﬁ’ Registry Editor — O >

File Edit Wiew Favorites Help

Computer\HKEY_CLASSES_ROCT\.rtf\ShellEx\{2393b1cb-b41f-4c1c-a362-0d 364250836}

ol || Mame Type Data

o 3_'_’] (Default) 2 REG_5Z {84F66100-FF7C-4fb4-BOC0-02CD7FBEREFE)
Jpc
rpf
oy

5p
w rtf

OpenWithList
i PersistentHandler Edit String Y
l v ShellEx '
P {8895b1ch-bd1f-4 Value name:
ShellMew |{Defau|[) |
Word.RTF.8
Jrul

Walue data:
I{MFGG1M-FWC%+BDCMZCD?FBGEEFE} I

e

rwl
- 3 oK Cancel

K3

sbr
scd
5CC
scd

scf
crh

Budc 2: Sao luu 1 ban regkey

Buwéc 3: Nhip dap vao Name va trong hop thoai Edit String, hdy xda Value
Data.

Bwoc 4: Chon OK.
IV. Nguén tham khao
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-40444
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